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Infra & Network
Security (INS)

HPE 3.
G

~

Secure SD-WAN | WAN-Optimization | Security Services Edge (SSE)
ZTNA, SWG, CASB & DEM

p
3 ﬁ Array
-

N

o

Server Load Balancer | 4th Generation DLP | Link Load Balancer

Web Application Firewall | SSL Gateway - Zero Trust

S semperis

AD Attack Surface Reduction | Tier 0 Attack Path Analysis

Attack Pattern Detection | AD Threat Detection & Responsé

Active Directory Breach Forensics | AD Change Auditing & Rollback
AD Backup & Recovery | AD Migration & Consolidation

net

AutoTest Results & Data Management | Wired & WiFi | AirMapper™ Site
AirMapper™ Site Surveying & InSites™ Intelligence | Dash boards & Workflows
Platform for Team Collaboration,Reporting, and Analytics

Advanced Asset Management & Network Mapping

Vulnerability Scanners: Strengthen Your Edge Network Defenses

O
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Infra & Network
Security (INS)

(_ corelight

Zeek & Suricata - Encrypted Traffic Analysis
Inspector & Visibility - Integration with SIEM
Open NDR (Network Detection and Response)

& SERE

Next Generation Cloud DNS Firewall | DNS Forward Proxy (DFP) |  Al-Driven
advance DNS Protection with LLM models | Detect sophisticated DNS tunneling
and data exfiltration attempts |  Ultra Fast DNS - Region-based & Smart secure

log retention | Empower MSPs with full multi-tenancy capabilities

Data Protection and Risk Mitigation (DPRM) | Layer 4 Data Payload Protection
Crypto-Segmentation | Data Security Unified Reporting | AD Protection

O

THREATLOCKER

N /N N/

Zero Trust Endpoint Protection | Regulate Software alowlisting
Application containment - Ringtencing | Network & Cloud (M365 tenant) Control

Storage Control - USB Drives, backup shares, or network shares
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Enterprise-grade domain intelligence to prevent, mitigate, and investigate attacks
| Threat Intelligence & Threat Hunting | Phishing and Fraud Prevention
8 DomainTools | Brand Protection - Lookalike Domain name Protection |  Respond to and triage

potential incidents with confidence and speed | Empower your homegrown or

third-party security applications with the world’s best Internet intelligence.

l[dentity & Access Management (IAM)

| Identity-First Incident Response | Service Account Protection

. | Ransomware & Lateral Movement | Active Directory Protection
W Silverfort , : . :
- | CyberInsurance | Regulatory Compliance | Identity Zero Trust

| Secure Privileged Access | OT Network Protection

| Enterprise Single Sign-On (SSO) & MFA | Identity as a Service (IDaas)
. | Passwordless Authentication | Enterprise Ecosystem Integration - Zero Trust Security
I Pingldentity.

| Identity Analytics & Threat Intelligence - Social Identity Integration

| Customer Identity and Access Management (CIAM)

www.gulfitd.com!




4 | ldentity Lifecycle Management - Access Management

‘ R | Role-Based Access Control (RBAC) | Compliance and Audit
SailPoint , - .
) Robust Connector Catalogue | Self-Service - Access Certification Campaign
L | Sail Identity Governance and Administration (IGA) | SOD Analysis
( | Privilege Access Management (PAM) | Third party/Vendor for Remote Access
. | Privilege threat Analytics (PTA) - CyberArk Privilege Cloud
(L’ CYBERARK
| Dynamic Privileged Access (DPA) - Identity Security Intelligence (1SI)
L | Endpoint Privilege Management (EPM) - Secrets Management
#;
4 -
| ldentity Lifecycle Management - Access Management
@ pathlock | Role-Based Access Control (RBAC) - Compliance and Audit
‘ | SSelf-Service - SOD Analysis - Integration Capabilities |  Workflow Automation
b °

Data Security (DataSec)

( | Web Application and API Protection (WAAP) | Data Activity Monitoring

| Data Access Control | Data Risk Analytics
Idtlf{-\taE"E | Data Discovery & Classification | Cloud-native Data Security Data Security Fabric

| Compliance Management (GDPR, PCI. DSS, SOX, HIPAA etc)
| Threat Detection & Prevention

-

4 | PKI (Public Key Infrastructure)

KEYFACTOR | Automation CLM (Certificate Life-Cycle Management)
L | Digital Transformation
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Data Discovery | Structured Data Discovery

s Unstructured Data Discovery | Data Classifications
[ securiti

Data Privacy & Security | Data Compliance and Governance

Data Security & Risk Posture

File Access Management (FAM) | OnPrem Sharing Files Over Secure Links

b

)

File System Federation |  Security Integrations (AV, DLP, Sandbox etc...)

O

Digital Rights Management |  File Encryption

sealpath.

Control Access & Prevent Data Leaks | File Audits

| Intercede secures digital identities. | Manage credentials, ensure mobility.

intercede

\
=
D
51

| Protect data, networks, facilities. | Trusted by governments, enterprises.

O

% mage data Data Masking | Static Data Masking (SDM)

Dynamic Data Masking (DDM) | Anonymization & Pseudonymization

| Continuous Security Validation
.@HORIZON&ai | Autonomous - Internal ,External, Cloud & Kubernetes Pentest
T |

AD Password Audit | PCI&NIST2 Compliance |  Phishing Impact Testing

| 1Rapid Response (Zero Day) & automated Deception with Tripwires

| Advanced Dark Web monitoring |  Integrated Takedown

= - : ; :
SgCRadar Brand Protection |  Supply Chain Intelligence

Vulnerability Intelligence

Security Operations(SecOps)

O
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& Gurucul

Next Gen SIEM | Threat Detection Investigation & Response
UEBA | SOAR | Hybrid and Multi Cloud Monitoring

Insider Threat Management

1
|
|

| 4th Human Cyber Training | Multilingual Content | Custom Connector
5"\;\1 sre | Regional Cloud Deployment | Gamified Learning Experience
| Vishing, Smishing and QR code | CISO Customised Program | Managed Service
O
| Patch Management | Agent Management
-~ JetPatch | Integration with VM |  Single Pane of Glass

Automated Patch management system

. positive
technologies

Vulnerability Management
Sandboxing, IT/OT security | SIEMI- NDR

O (7 Y ) TN SN

loud Security (CS)

4 7
oo . Cyber Asset | Attack Surface
%, Axonius .
! Shadow IT |  Agentless Integration
- °
4 ) CNAPP (Cloud-Native Application Protection Platform)
e Agentless Integration - Multicloud Protection
WIZ | CWPP (Cloud Workload Protection Platform)
0 | Secure access tocloudenvironments
- O
o
@A Oroni | SSPM(SaasS Security Posture Management) | 3rd Party applications
mni
PP | Identity Entitlement | Mis-configuration

O
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Application Security &
Development, Security, and Operations

THALES | WAF | DDosS Protection
e S e | Runtime Protection Securing workloads
O
-
| APIDiscovery | APISecurity
P wallarm . : , .
| APl Abuse Prevention Credential Stuffing Detection
% o
-
0 positive | Dynamic Application Security Testing (DAST/IAST) | Black BOX
technologies | Source Code Analyzer (SAST) | Application Inspector
N 0
S~
| Build SSDLC Framework | APl In-Depth Security Design Review | DevSecOps
| Software Supply Chain Security | Threat Modeling | Secure Code Review
-/appsec B e .
| Integration Security Review | Secure Configuration Review | Cloud Security Review
| loT Security Assessment | Assurance Assessment
| Application Security Triaging Service | Integration & Architecture Review
\ o

Governance, Risk & Compliance

| Enterprise GRC | Integrated Risk Management (IRM)
M metricstream | Cybersecurity Risk Management | Corporate Compliance

| Supplier Risk and Performance

Discover, catalog, manage data. | Ensure compliance, drive insights.
{& OVALEDGE
| Trusted by data teams.

O
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channel partners

Gulf IT Network Distribution FZ-LLC

Office 410, 4th Floor, Building no 11, P.O. Box 500847
Dubai Internet City, Dubai, UAE

Gulf IT Network Distribution

Office 416, 4th Floor, Riyadh Gallery Mall,
— 3135 Imam Saud Bin Abdulaziz Bin Mohammed Rd, King Fahd, Riyadh - KSA

Gulf IT Network Distribution

e Office Nol11, Bay Tower 4, 14th Floor,
The Gate Mall, West Bay. PO Box 10805, Doha, Qatar

UAE | KSA | QATAR | KUWAIT | BAHRAIN | OMAN www.gulfitd.com



